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	ORGANISATION
	[Organisation Name]

	VERSION
	Version 1.0

	DATE ADOPTED
	[Date]

	REVIEW DATE
	[Date - recommend annual review]

	POLICY OWNER
	IT / HR / Senior Management

	SCOPE
	All employees, workers and contractors using organisation IT systems



This policy template is provided for guidance purposes. It should be reviewed and adapted to reflect the specific circumstances and requirements of your organisation before adoption. We recommend taking HR and/or legal advice prior to implementation. This document does not constitute legal advice.
SECTION 01
Policy Statement

[Organisation Name] provides information technology systems, equipment and services to enable employees to carry out their work effectively. This policy sets out the standards for the acceptable, secure and responsible use of those systems. It applies to all employees, workers and contractors who use or access any IT resource belonging to or managed by the organisation.
The organisation's IT systems contain confidential and commercially sensitive information. Misuse of those systems can expose the organisation - and individuals - to significant security, legal and reputational risk. All users must use IT resources responsibly, securely and in accordance with this policy.
The requirements of this policy apply equally to collaboration platforms, messaging applications and cloud-based communication systems used for work purposes.
SECTION 02
Scope

This policy applies to all IT systems, equipment, services and data provided by or accessed through the organisation, including:
-  Desktop computers, laptops, tablets, mobile phones and any other organisation-issued devices
-  Organisation email accounts, intranet, internet access and cloud-based systems
-  Software, applications and platforms provided by or approved by the organisation
-  Any personal device used to access organisation systems or data (BYOD - see Section 7)
-  Organisation networks accessed remotely via VPN or other secure connections
SECTION 03
Acceptable Use - General Principles

Organisation IT resources are provided primarily for business purposes. Limited and reasonable personal use is acceptable, provided it does not interfere with work duties, consume significant organisational resources, breach this policy, or create legal or security risks. All users must use IT resources:
-  For the legitimate purposes of their role
-  In a manner that is lawful, ethical and consistent with the organisation's values and other policies
-  In a way that does not compromise the security, integrity or availability of the organisation's systems or data
-  In accordance with the terms of any applicable software licences
SECTION 04
Prohibited Uses

The following uses of organisation IT resources are strictly prohibited:
-  Accessing, downloading, creating or distributing illegal, offensive, discriminatory, obscene or defamatory content
-  Accessing, downloading or distributing copyright-protected material without appropriate authorisation
-  Circumventing or attempting to circumvent network security controls, firewalls or access restrictions
-  Installing unapproved software, applications or browser extensions on organisation devices
-  Sharing login credentials with colleagues, third parties or any other person
-  Using the organisation's IT systems to conduct private business activities
-  Accessing systems or data beyond the scope of your authorisation
-  Sending, storing or sharing confidential personal data without appropriate encryption or authorisation
-  Using the organisation's IT systems to engage in or facilitate gambling, cryptocurrency mining, or any illegal activity
-  Connecting personal storage devices (USB drives, external drives) to organisation systems without approval
-  Using AI tools in breach of the organisation's AI Usage Policy

Accessing, downloading or sharing inappropriate, illegal or discriminatory content using organisation IT resources is a serious disciplinary matter and may constitute gross misconduct. The organisation will not hesitate to involve law enforcement where criminal activity is suspected.
SECTION 05
Password and Account Security

-  All users must protect login credentials and not share passwords with any person under any circumstances
-  Passwords must meet the organisation's minimum complexity requirements - [minimum 12 characters, including uppercase, lowercase, number and special character]
-  Passwords must be changed at least every [e.g. 90 days] and immediately upon any suspected compromise
-  Multi-factor authentication (MFA) must be enabled on all accounts where it is available
-  Users must lock their screen when leaving a workstation unattended and must not leave devices unattended in public places
-  Any suspected compromise of an account or password must be reported to IT immediately
-  Employees are encouraged to use an approved password manager to generate and securely store unique passwords for each system or account. A list of approved password managers is available from IT
-  Employees should maintain a clear desk and clear screen approach when working in shared environments, ensuring confidential information is not visible to unauthorised individuals.
SECTION 06
Email Use

-  Organisation email must be used for business purposes - personal use should be minimal and reasonable
-  Do not open email attachments or click on links from unknown or suspicious senders - report phishing attempts to IT
-  Do not send confidential or sensitive data via email in an unencrypted form unless authorised to do so
-  Use caution when using the 'Reply All' function and when forwarding emails containing personal or sensitive data
-  Do not set up auto-forwarding of organisation email to personal email accounts
-  Be aware that all email sent and received using organisation systems may be subject to monitoring
SECTION 07
Remote Working and Personal Devices (BYOD)

Where employees use personal devices to access organisation systems or data, the following additional requirements apply:
-  Personal devices used for work purposes must be enrolled in the organisation's Mobile Device Management (MDM) system if required by IT
-  Personal devices must have up-to-date operating system software, security patches and antivirus protection
-  Organisation data must not be stored permanently on personal devices - use approved cloud storage
-  If a personal device used for work is lost or stolen, report it to IT immediately so that organisation data can be remotely wiped if necessary
-  Organisation IT may have the right to remotely wipe organisation data from a personal device in the event of loss, theft or the end of employment

SECTION 08
Internet Use

-  Internet access provided by the organisation should be used primarily for business purposes
-  Do not use the organisation's internet connection to access, stream or download large volumes of personal content during working hours
-  Social media use during working hours must comply with the Social Media Policy
-  Exercise caution when entering any organisation or personal login credentials on websites - verify the legitimacy of the site first
-  Do not connect to public Wi-Fi networks to access organisation systems without using a VPN
-  Employees should avoid using organisation email addresses to register for personal online accounts unless there is a genuine business requirement.
SECTION 09
Data Security and Confidentiality

-  All confidential data must be stored in approved, secure systems - not on personal devices or in personal cloud storage accounts
-  Confidential documents must not be printed unnecessarily and must be disposed of securely via approved shredding
-  When sharing files externally, use only approved methods - do not email large or sensitive files without encryption
-  Follow the organisation's data classification scheme when handling and sharing data
SECTION 10
Software and Updates

-  Do not download or install any software on organisation devices without the prior approval of IT
-  Keep operating system software and applications up to date - apply security patches and updates promptly when prompted
-  Do not attempt to disable, bypass or interfere with security software, firewalls or IT controls
SECTION 11
Monitoring

The organisation reserves the right to monitor the use of its IT systems, equipment and networks in accordance with applicable data protection legislation. This may include monitoring internet access, email content, file activity and device usage. Employees should be aware that organisation IT resources are provided for business purposes and may be monitored in accordance with applicable law and organisational policies. Any monitoring will be carried out proportionately and in accordance with the organisation's data protection obligations.
SECTION 12
AI Governance

The use of artificial intelligence tools in the course of work is subject to the following requirements. These apply to all AI tools, whether accessed on organisation devices, personal devices or via web browser, where the output is used for or in connection with work.
▪ Approved AI tools
-  Employees may only use AI tools that have been approved by the organisation. A current list of approved tools is available from IT. Approval status may change - employees should check before using a new tool for the first time
-  Where an employee is uncertain whether a particular tool is approved, they must seek guidance from IT before use
▪ Prohibited AI tools
-  The use of unapproved AI tools for any work-related purpose is prohibited. This includes consumer-facing tools not reviewed or approved by IT, even where used on personal devices
-  AI tools must not be used to generate content intended to deceive, manipulate or mislead, or to create synthetic media (including deepfakes) of any individual
▪ Confidential information restrictions
-  Confidential, personal, commercially sensitive or client-specific information must not be entered into any AI tool unless the organisation has confirmed in writing that doing so is permissible under its data protection and confidentiality obligations
-  Employees must not input personal data relating to colleagues, clients or other individuals into any AI tool without explicit authorisation from HR and IT
-  Many AI tools store or use inputs for training purposes. Employees must not assume that information entered into an AI tool is private or confidential
▪ Verification requirements
-  All AI-generated output must be reviewed, verified and edited by the employee before use. AI tools can produce inaccurate, incomplete or misleading content. The employee remains personally accountable for any work submitted or communicated under their name, regardless of how it was produced
-  AI-generated content must not be presented as the employee’s own original analysis or professional opinion where accuracy, expertise or professional judgement is expected - for example, in formal reports, compliance documents or client-facing advice
-  Any breach of this section must be reported to IT. The organisation’s full AI Usage Policy is available from HR and should be read alongside this policy
-  Employees must ensure that AI-generated content does not infringe copyright, intellectual property rights or licensing restrictions and must verify that any content used is lawful and appropriately attributed where required.

SECTION 13
Deepfake and Fraud Awareness

AI-generated audio, video and written content - including deepfakes and synthetic voice cloning - is increasingly used in fraud and social engineering attacks. Employees must be vigilant and apply appropriate scepticism to unexpected or high-stakes communications, regardless of the apparent source or medium.
-  Employees must exercise caution where communications involve requests for payments, changes to bank details or disclosure of confidential information. Verification must always be obtained through an independent channel - for example, by calling a known number for the individual rather than using contact details provided in the communication itself
-  Be alert to unexpected urgency, unusual payment requests or instructions to bypass normal authorisation processes - even where the communication appears to come from a senior colleague, a known supplier or a trusted source. These are common hallmarks of fraud
-  Do not act on any instruction to make a payment or transfer funds without completing the organisation’s standard authorisation process, regardless of the apparent seniority of the requester or the urgency conveyed
-  Any suspected fraud attempt - including a suspected deepfake communication - must be reported to IT and your line manager immediately and without taking any action in response to the communication
SECTION 14
Reporting Security Incidents

All suspected or confirmed security incidents - including malware infections, phishing attempts, lost or stolen devices, unauthorised access, or data breaches - must be reported to IT / HR immediately. Do not attempt to investigate or resolve a security incident alone. Prompt reporting is critical to minimising harm and meeting the organisation's legal reporting obligations.
SECTION 15
Consequences of Breach

Misuse of the organisation's IT systems may result in disciplinary action under the Disciplinary and Dismissal Policy, up to and including summary dismissal for gross misconduct. In serious cases, the organisation may also involve law enforcement and may pursue civil or criminal remedies.
SECTION 16
Policy Review

This policy will be reviewed annually or following any significant change in technology, security threats or applicable legislation. The policy owner is responsible for keeping it current and effective.
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