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HR POLICY
Data Protection GDPR Policy
Workplace Policies  |  White Cube Consulting

	ORGANISATION
	[Organisation Name]

	VERSION
	Version 1.0

	DATE ADOPTED
	[Date]

	REVIEW DATE
	[Date - recommend annual review]

	POLICY OWNER
	HR / Data Protection Officer (if appointed)

	SCOPE
	All employees, workers and contractors who handle personal data



This policy template is provided for guidance purposes. It should be reviewed and adapted to reflect the specific circumstances and requirements of your organisation before adoption. We recommend taking HR and/or legal advice prior to implementation. This document does not constitute legal advice.
SECTION 01
Policy Statement

[Organisation Name] is committed to processing personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA 2018). We collect, process and store personal data about our employees, clients, suppliers and other individuals in the course of our operations, and we have a legal, ethical and organisational responsibility to handle that data with care, security and respect.
This policy sets out the responsibilities of all employees and workers in relation to personal data, and provides a framework for the lawful, secure and transparent handling of that data. Failure to comply with this policy may result in disciplinary action and may expose the organisation and individual employees to significant regulatory and legal risk.
SECTION 02
Scope

This policy applies to all employees, workers, contractors and any person acting on behalf of [Organisation Name] who accesses, processes, stores or transfers personal data in connection with their work. It applies regardless of the device or system used, and regardless of whether data is held electronically or in paper form.


SECTION 03
Key Definitions

	TERM
	DEFINITION

	Personal Data
	Any information relating to an identified or identifiable living individual - includes name, email, address, location data, IP address and any factor specific to an individual's identity.

	Special Category Data
	Sensitive personal data requiring higher protection: health/medical data, racial or ethnic origin, political opinions, religious beliefs, biometric data, sexual orientation, trade union membership, absence records, occupational health information or diversity monitoring data.

	Data Subject
	The individual to whom the personal data relates.

	Data Controller
	The organisation that determines the purpose and means of processing personal data.

	Data Processor
	Any person or organisation that processes personal data on behalf of the data controller.

	Processing
	Any operation performed on personal data - including collection, recording, storage, use, disclosure, erasure or destruction.

	UK GDPR
	The retained version of the EU GDPR, as it applies in the UK following Brexit, alongside the Data Protection Act 2018.


SECTION 04
The Six Principles of Data Protection

Under UK GDPR, personal data must be processed in accordance with the six core principles of data protection together with the accountability principle. All employees handling personal data must ensure their processing complies with each of these principles:


	PRINCIPLE
	WHAT THIS MEANS IN PRACTICE

	Lawfulness, Fairness and Transparency
	Personal data must be processed lawfully, fairly and transparently. Individuals must be informed about how their data is used.

	Purpose Limitation
	Personal data must be collected for specified, explicit and legitimate purposes and not processed in a manner incompatible with those purposes.

	Data Minimisation
	Personal data collected must be adequate, relevant and limited to what is necessary for the purpose for which it is processed.

	Accuracy
	Personal data must be accurate and, where necessary, kept up to date. Inaccurate data must be corrected or deleted without delay.

	Storage Limitation
	Personal data must not be kept for longer than is necessary for the purpose for which it was collected. Refer to the organisation's retention schedule.

	Integrity and Confidentiality
	Personal data must be processed in a manner that ensures appropriate security, including protection against unauthorised access, loss or destruction.

	Accountability
	The organisation is responsible for compliance with these principles and must be able to demonstrate that compliance.



Privacy and data protection considerations should be built into new systems, processes and projects from the outset wherever possible.
SECTION 05
Employee Responsibilities

All employees who handle personal data must:
-  Process personal data only for the legitimate purposes of their role and in accordance with the organisation's instructions
-  Collect only the minimum personal data necessary for the purpose - do not collect data "just in case"
-  Keep personal data accurate and flag inaccuracies for correction
-  Store personal data securely - follow the organisation's IT and information security procedures
-  Not share personal data with third parties without authorisation
-  Not send personal data via unencrypted email where the data is sensitive or presents a risk
-  Lock screens when leaving a workstation unattended
-  Dispose of personal data securely - physical records via approved secure shredding; digital records via approved deletion
-  Complete mandatory data protection training as required
-  Employees must not store or process personal data on personal devices unless specifically authorised and protected by approved security measures.
-  Employees must follow password security requirements, including use of strong passwords and multi-factor authentication where implemented.
-  Employees should remain alert to phishing, social engineering and suspicious requests for personal data, and report concerns immediately.
-  Access to personal data should be restricted to individuals who genuinely require it for legitimate business purposes.
-  Confidential documents should not be left unattended in shared areas and screens containing personal data should not be visible to unauthorised individuals.
-  Employees working remotely must ensure personal data is protected from unauthorised access within the home environment, including secure storage of devices and documents.
-  Personal email accounts or unapproved messaging applications must not be used to store or transmit personal data for work purposes.
-  Personal data must not be transferred outside the UK unless appropriate safeguards and approval processes are in place.
-  Personal data should only be stored within approved organisational systems and platforms.
-  Employees should avoid sharing unnecessary personal data during meetings, presentations or internal communications.
-  Employees must not upload confidential or personal data into unauthorised AI or generative AI systems without approval and appropriate safeguards. Employees should be aware that some AI systems may retain, process or learn from submitted information.
-  Employees are expected to cooperate fully with any internal investigation relating to data protection or information security concerns.
-  Lost or stolen devices containing work-related information must be reported immediately to IT or the appropriate internal contact.
-  Employees should take care when discussing personal data in public or shared environments where conversations may be overheard.
SECTION 06
Lawful Basis for Processing

Personal data may only be processed where there is a lawful basis for doing so. The six lawful bases under UK GDPR are: consent; contract; legal obligation; vital interests; public task; and legitimate interests. The lawful basis relied upon will vary depending on the category of data and the purpose of processing.
Special category data requires both a lawful basis and an additional condition under UK GDPR Article 9. Processing of special category data must be approved by HR / the Data Protection Officer before it commences.
SECTION 07
Individual Rights

Individuals have the following rights under UK GDPR. Requests to exercise these rights should be directed to [HR / DPO contact] and responded to within one calendar month:
-  Right to be informed - individuals must be told how their data is used (typically via a privacy notice)
-  Right of access - individuals may request a copy of the personal data held about them
-  Right to rectification - individuals may request correction of inaccurate data
-  Right to erasure - the right to be forgotten, subject to certain exemptions
-  Right to restrict processing - individuals may ask for processing to be restricted in certain circumstances
-  Right to data portability - the right to receive data in a commonly used format
-  Right to object - including the right to object to processing for direct marketing
-  Rights relating to automated decision-making and profiling
Employees receiving a subject access request or other data rights request directly should forward it immediately to HR or the DPO and should not respond independently unless authorised.
Further information about how the organisation processes personal data is available in the relevant privacy notices.
SECTION 08
Data Breaches

A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to personal data. All suspected or confirmed data breaches must be reported to [HR / DPO / IT] immediately upon discovery - do not attempt to manage a breach alone.
Under UK GDPR, certain data breaches must be reported to the Information Commissioner's Office (ICO) within 72 hours of the organisation becoming aware of the breach. Delay in reporting internally may prevent the organisation from meeting its legal reporting obligations.

Examples include sending personal data to the wrong recipient, losing a device containing personal data, unauthorised access to records or accidental disclosure during conversations.
Employees should also report suspected near misses or vulnerabilities that could potentially lead to a data breach. Where safe and appropriate, immediate steps should be taken to contain or minimise the impact of a suspected breach while awaiting further instruction.
SECTION 09
Data Retention

Personal data must not be kept for longer than is necessary for the purpose for which it was collected. The organisation's data retention schedule sets out the retention periods applicable to each category of data. Where data is no longer required for its original purpose, it must be securely deleted or destroyed.
Employees must not retain personal data in personal email accounts, personal devices or unapproved cloud storage services. Retention periods represent maximum retention timeframes unless a legitimate business or legal reason exists for earlier deletion or extended retention.
SECTION 10
Data Protection Officer

[This organisation has appointed / has not appointed] a Data Protection Officer (DPO). The DPO can be contacted at [name / email / phone]. All queries about data protection should be directed in the first instance to HR.
SECTION 11
Consequences of Breach

Failure to comply with this policy may result in disciplinary action up to and including dismissal. Serious breaches may also expose individual employees to regulatory or legal consequences. The organisation may also face significant fines from the ICO - up to £17.5 million or 4% of global annual turnover, whichever is higher.
SECTION 12
Policy Review

This policy will be reviewed annually or following any significant legislative change or material data protection incident. The policy owner is responsible for ensuring it remains current, accurate and compliant. The organisation may carry out monitoring, audits or compliance checks to assess adherence to this policy and identify areas for improvement.
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