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HR POLICY
AI Usage Policy for Employees
Workplace Policies | White Cube Consulting

	ORGANISATION
	[Organisation Name]

	VERSION
	Version 1.0

	DATE ADOPTED
	[Date]

	REVIEW DATE
	[Date - recommend annual review]

	POLICY OWNER
	HR / Senior Management

	SCOPE
	All employees, workers and contractors



This policy template is provided for guidance purposes. AI tools and the legal landscape surrounding them are developing rapidly. This policy should be reviewed and updated at least every six months and adapted to reflect your organisation's specific circumstances, approved tools and risk appetite. We recommend taking HR, legal and/or IT advice prior to implementation. This document does not constitute legal or regulatory advice.
The purpose of this policy is to provide employees with clear guidance on the safe, responsible and effective use of artificial intelligence (AI) tools in the workplace.
SECTION 01
Policy Statement

[Organisation Name] recognises that artificial intelligence tools can enhance productivity, creativity and the quality of work output when used responsibly and with appropriate judgement. We support the thoughtful and ethical use of AI tools as part of how we work.
For the purposes of this policy, AI tools include software or systems that generate, analyse, summarise, predict or automate content or decisions using machine learning or artificial intelligence technologies.
At the same time, the use of AI tools carries real risks -- including to data security, confidentiality, copyright, accuracy, legal compliance and professional accountability. This policy establishes the principles and standards that govern how employees may use AI tools in connection with their work, ensuring that benefits are realised without compromising the organisation's obligations or integrity.
This policy applies alongside, and does not override, the organisation's obligations under data protection law, client confidentiality agreements, regulatory requirements and professional standards applicable to the organisation's sector.
Employees may be required to complete AI awareness or responsible AI training before using approved AI tools.
SECTION 02
Scope

This policy applies to all employees, workers, contractors and any person undertaking work on behalf of [Organisation Name]. It applies to the use of any AI tool — whether provided by the organisation, accessed through a third-party platform or used on a personal device — in connection with work activities.
This includes but is not limited to:
-  Generative AI tools (e.g. ChatGPT, Claude, Gemini, Copilot, and similar large language model tools)
-  AI-powered writing, coding or content creation assistants
-  AI-based image, audio or video generation tools
-  AI tools embedded within software platforms used by the organisation (e.g. Microsoft 365 Copilot, Salesforce Einstein, etc.)
-  Automated decision-making tools that use machine learning or AI to generate outputs that inform business decisions
SECTION 03
Approved and Unapproved AI Tools

▪ Approved Tools
The following AI tools have been assessed and approved for use in connection with work activities:
	TOOL / PLATFORM
	PERMITTED USE CASES
	RESTRICTIONS

	[Approved Tool 1 — e.g. Microsoft Copilot]
	[e.g. Drafting documents, summarising meetings, coding assistance]
	[e.g. No confidential client data to be inputted]

	[Approved Tool 2 — e.g. Claude / ChatGPT (paid plan)]
	[e.g. Research, drafting, brainstorming, template creation]
	[e.g. No personal data; outputs must be reviewed before use]

	[Add further approved tools as applicable]
	 
	 



Approval decisions will consider data security, GDPR compliance, contractual obligations, cybersecurity standards and business need.
▪ Unapproved Tools
Employees must not use AI tools that have not been assessed and approved by [IT / HR / the relevant approving function] for work-related activities. This applies regardless of whether the tool is used on a personal or company device.
If you wish to use a new AI tool not currently on the approved list, submit a request to [IT / HR / line manager] for assessment before use. Do not assume approval will be granted.
Employees must not use personal AI accounts for work-related activities unless expressly authorised.
SECTION 04
Core Principles for AI Use

All use of AI tools in connection with work activities must adhere to the following principles regardless of the tool used or the output type.
▪ Human Accountability - You Remain Responsible
AI tools are aids to human judgement - they do not replace it. Employees are personally accountable for any work output that is informed, supported or generated by an AI tool. You must review, verify and take ownership of all AI-generated content before it is submitted, shared or acted upon. Claiming that an AI tool produced incorrect, misleading or harmful output is not an excuse.
▪ Accuracy and Verification
AI tools can generate plausible-sounding but incorrect, outdated or fabricated information - sometimes referred to as "hallucination". Do not rely on AI-generated content without independently verifying key facts, figures, references, legal citations or technical information through authoritative sources. This is particularly critical in regulated, legal, financial, medical or safety-sensitive contexts.
▪ Confidentiality and Data Protection
Do not input any of the following into an AI tool unless the tool has been specifically assessed and approved for handling that category of data:
-  Personal data relating to employees, clients or any identified or identifiable individuals
-  Confidential client information, commercially sensitive business plans or strategic data
-  Proprietary technical information, unpublished research or trade secrets
-  Financial data, pricing information or commercially sensitive performance data
-  Information subject to legal professional privilege or regulatory confidentiality obligations
Most publicly available AI tools process inputs through external servers and may use data to improve their models. Assume that anything entered into an unapproved AI tool may be stored, processed or used by a third party. Once data is shared, it cannot be recalled.
Inputting personal data or confidential information into an unapproved AI tool may constitute a breach of UK GDPR, a breach of your contractual confidentiality obligations and/or a serious breach of client trust. This may result in disciplinary action and/or regulatory consequences.
▪ Transparency and Disclosure
Be transparent about the use of AI tools where it is relevant and material. Specific disclosure requirements for this organisation are:
-  [e.g. Significant use of AI in client-facing deliverables must be disclosed to the client unless otherwise agreed]
-  [e.g. AI-generated content submitted as part of a formal assessment, application or regulatory submission must be clearly identified]
-  [e.g. Use of AI in automated decision-making affecting individuals must be disclosed to the affected individuals in accordance with data protection law]
[Adapt disclosure requirements to reflect your organisation's specific obligations, sector and client agreements.]
▪ Intellectual Property and Copyright
Be aware that AI-generated content may raise complex intellectual property questions. Key considerations include:
-  Content generated by AI may incorporate or closely replicate copyrighted material from training data - do not assume AI output is copyright-free
-  The organisation's ability to protect AI-generated outputs as its own intellectual property may be limited - take advice before seeking IP protection for AI-generated work
-  Do not input the intellectual property of a third party - including copyrighted text, code or designs - into an AI tool without appropriate authorisation
-  [e.g. Copyright in AI-assisted work should be discussed with Legal / HR before commercial publication or client delivery]
▪ Equality, Fairness and Bias
AI tools can reflect, amplify and embed biases present in their training data. Employees must apply particular care when using AI tools to assist with any decision or output that affects people - including recruitment, performance assessment, customer service, communications or policy development. Review AI outputs critically for signs of bias and do not implement AI-driven recommendations that appear to disadvantage any group unfairly.
▪ Security
Do not access or use AI tools through unsecured networks. Ensure that accounts for approved AI tools are protected with strong, unique passwords and multi-factor authentication where available. Report any suspected security incident involving an AI tool to [IT / Security contact] immediately.
▪ Prompt writing
Employees should understand the key principals of safe prompt writing, including:
-  Avoid using identifiable names
-  Remove any commercially sensitive information
-  Use anonymised examples wherever possible

SECTION 05
Specific Use Cases - Guidance at a Glance

	USE CASE
	RISK TO CONSIDER
	REQUIRED ACTION

	Drafting documents and emails
	Inaccuracy; unintentional disclosure of confidential information in prompts; over-reliance without review
	Always review and edit output; do not include confidential data in prompts

	Research and summarisation
	Hallucination; outdated information; lack of source verification
	Verify all key facts and figures through authoritative sources before use

	Coding and software development
	Introduction of security vulnerabilities; copyright issues with generated code; errors in logic
	Code review by a qualified developer; security testing; check licence terms

	Client deliverables
	Disclosure risk; accuracy; IP; reputational risk if quality is poor
	Disclose AI use as required; senior review before delivery; verify all content

	Recruitment and HR decisions
	Bias; unlawful discrimination; data protection breach
	Do not input candidate data; human review of all AI-assisted outputs mandatory; take legal advice

	Automated decision-making affecting individuals
	Lawfulness under UK GDPR; fairness; transparency obligations; equality law
	Take legal and DPO advice before implementation; ensure human oversight


SECTION 06
What AI Cannot Do

It is important that employees understand the limitations of AI tools to avoid placing undue reliance on them:
-  AI tools do not have real-time knowledge of current events or recent developments unless specifically connected to live data sources
-  AI tools cannot exercise professional judgement, take legal or regulatory responsibility, or provide advice that meets a professional standard
-  AI tools are not infallible - they produce errors, biases and invented information with confidence
-  AI tools do not understand context, organisational culture or the nuance of professional relationships in the way a human does
-  AI tools cannot replace the need for human expertise, experience and accountability in complex, sensitive or regulated decisions

The most effective use of AI tools combines the efficiency and breadth of AI with the critical thinking, contextual understanding and accountability of an experienced professional. AI is a tool - not a replacement for expertise.
SECTION 07
Reporting Concerns

Employees should report the following to [IT / HR / line manager] as soon as reasonably possible:
-  Any suspected or confirmed data breach resulting from the use of an AI tool
-  Use of an unapproved AI tool that has resulted in the disclosure of confidential or personal data
-  An AI-generated output that has been used in a way that has caused or is likely to cause harm
-  Any concern about an approved AI tool's security, reliability or compliance
-  Requests from external parties to use AI tools in ways that appear inconsistent with this policy
-  Suspected bias/discrimination
-  Accidental confidential disclosures
-  Suspected copyright infringement
SECTION 08
Consequences of Breach

Breaches of this policy will be taken seriously and dealt with in accordance with the Disciplinary and Dismissal Policy. The severity of the sanction will reflect the nature, intent and impact of the breach.
	MINOR BREACH
	SERIOUS BREACH
	GROSS MISCONDUCT

	• Using an approved AI tool without following review procedures
• Minor disclosure of non-sensitive information through inadvertence
	• Repeated use of unapproved tools after notification of this policy
• Knowingly inputting confidential information into an unapproved tool
• Failing to disclose AI use where required
	• Deliberate disclosure of personal data or confidential information via AI tool
• Deliberate circumvention of security controls using AI
• Using AI to generate fraudulent, harmful or discriminatory content


SECTION 09
Policy Review

Given the pace of change in AI technology, this policy will be reviewed at least every [six months / annually] - or sooner if there are significant regulatory developments, material changes to the AI tools used by the organisation, or a data or security incident involving AI. Employees will be notified of any material updates.
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