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AI IN HR
AI Risk Assessment Checklist
For HR Professionals, IT, Data Protection and Senior Leaders  |  White Cube Consulting

		ORGANISATION
	[Organisation Name]

	AI TOOL(S) BEING ASSESSED
	[Name(s) of AI tools - e.g. Claude, ChatGPT, Microsoft Copilot]

	AI TOOL(S) VERSION CONTROL
	[Example: ChatGPT | GPT-5.5 | June 2026 ]

	INTENDED USE
	[HR, Recruitment, L&D, Internal Comms - describe the scope]

	ASSESSMENT COMPLETED BY
	[Name and Role]

	DATE
	[Date]

	REVIEW DATE
	[Date - recommend six-monthly or after material change in tool or use]

	REVIEWED BY
	[Name - HR Director / DPO / IT Lead]





About this assessment
This checklist supports organisations in identifying, assessing and mitigating the risks associated with using AI tools in HR and people management contexts. It is designed to be completed by HR in collaboration with IT, the Data Protection Officer (or equivalent) and a senior leader with accountability for AI governance. 
The assessment covers six risk domains: Data Protection and Privacy; Bias and Discrimination; Decision-Making and Legal Compliance; Security and Information Governance; Operational and Reputational Risk; and Governance and Accountability. Each domain includes a pre-populated risk register and a checklist of controls. 
This is a living document - update it whenever the scope of AI use changes, when new tools are introduced, or when incidents or near-misses are identified.

▪ Guidance Notes - Common HR Uses of AI - Risk Rating Guide

	USE CASE
	TYPICAL RISK LEVEL

	Drafting policies
	Low

	Writing communications
	Low

	Learning materials
	Low

	Job adverts
	Medium

	Interview question design
	Medium

	Candidate screening
	High

	Performance assessment
	High

	Redundancy selection
	High

	Dismissal decisions
	High


▪ Risk Rating Guide
This guide explains what each risk rating means. Use it to assess both the initial rating (before controls) and the residual rating (once controls are in place) for every risk in the registers that follow.
	RISK RATING
	DEFINITION

	High
	Significant risk requiring mitigation before deployment.

	Medium
	Risk can be managed through controls, monitoring and periodic review.

	Low
	Acceptable with standard controls and good practice.



Our organisation will use AI to support productivity, learning and decision support, but not to replace human accountability, judgement or due process in employment matters.
Scope of AI Use Being Assessed

Before completing the risk assessment, define precisely what is being assessed. A risk assessment for a broad, undefined use of AI is not useful. Be specific about the tools, the tasks and the people involved.
	AI TOOLS INCLUDED IN THIS ASSESSMENT:
	[LIST ALL TOOLS]

	HR tasks AI will be used for:
	[e.g. Drafting letters / Policy writing / Manager support guides / Recruitment adverts]

	HR tasks AI will NOT be used for:
	[e.g. CV screening / Performance assessment / Dismissal decisions]

	Who will use these tools?
	[e.g. HR team only / HR and line managers / All employees]

	Will personal employee data be entered?
	☐ Yes - see Section 2   
☐ No - anonymised use only

	Will AI outputs be used in formal employment decisions?
	☐ Yes - see Section 4   
☐ No - drafting support only

	Enterprise / business version in use?
	☐ Yes - name: 
☐ No - consumer version
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	Data Protection and Privacy Risks

	RISK
	LIKELIHOOD
	IMPACT
	INITIAL RATING
	CONTROLS / MITIGATION MEASURES
	RESIDUAL RATING
	OWNER

	Personal employee data entered into AI tool without appropriate authorisation or Data Processing Agreement
	High
	High
	High
	Confirm DPA with AI provider. IT to approve tools for personal data use. Train all users on data minimisation. Prohibit entry of identifiable data into unapproved tools.
	☐ High
☐ Med
☐ Low
	DPO / IT

	Special category data (health, disability, ethnicity, religious belief) processed by AI tool without explicit lawful basis
	Medium
	High
	High
	Strictly prohibit special category data entry unless explicit legal basis confirmed. HR to use only anonymised descriptions in prompts involving sensitive matters.
	☐ High
☐ Med
☐ Low
	DPO / HR

	AI provider uses inputs to train models - employee data incorporated into third-party training datasets
	Medium
	High
	High
	Use enterprise / business tier tools with contractual prohibition on training data use. Confirm with provider in writing. Check Terms of Service before any personal data use.
	☐ High
☐ Med
☐ Low
	IT / Legal

	AI-generated outputs containing fabricated personal information presented as accurate
	Medium
	High
	Medium
	Mandatory human review of all AI outputs before use in employee-facing documents. Train users to identify and verify factual claims in AI output.
	☐ High
☐ Med
☐ Low
	HR

	Data subject access request reveals AI processing not disclosed in privacy notice
	Low
	High
	Medium
	Update employee privacy notice to reflect AI use. Add AI processing to Records of Processing Activity (ROPA). Review at each policy update cycle.
	☐ High
☐ Med
☐ Low
	DPO

	Cross-border data transfer risk where AI servers are located outside UK / EEA
	Medium
	Medium
	Medium
	Confirm data processing locations with AI provider. Ensure appropriate transfer mechanism (SCCs or adequacy decision) is in place before using tools that process personal data.
	☐ High
☐ Med
☐ Low
	DPO / IT
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▪ Data Protection Controls Checklist
☐  A Data Processing Agreement (DPA) is in place with all AI providers used for HR purposes
☐  The employee and candidate privacy notice has been updated to reflect AI processing
☐  AI tools used for HR have been assessed and approved by IT and the DPO (or equivalent)
☐  All HR team members have been trained on data minimisation when using AI tools
☐  The Records of Processing Activity (ROPA) has been updated to include AI processing
☐  Special category data is never entered into AI tools unless explicitly authorised and documented
☐  The organisation uses enterprise / business tier AI tools that contractually restrict use of inputs for model training
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	Bias, Discrimination and Equality Risks

	RISK
	LIKELIHOOD
	IMPACT
	INITIAL RATING
	CONTROLS / MITIGATION MEASURES
	RESIDUAL RATING
	OWNER

	AI-generated recruitment adverts contain gendered, age-related or otherwise exclusionary language
	High
	High
	High
	All AI-generated adverts reviewed against inclusive language checklist before publication. Run through gender decoder or EDI review process. HR sign-off required.
	☐ High
☐ Med
☐ Low
	HR / Recruiter

	AI used to screen or shortlist CVs, introducing or amplifying historic hiring bias
	High
	High
	High
	Prohibit use of AI for CV screening without a human review of all shortlisting decisions. Document shortlisting criteria independently. Audit shortlist outcomes for demographic patterns.
	☐ High
☐ Med
☐ Low
	HR

	AI-generated performance or appraisal language reflects different standards for different demographic groups
	Medium
	High
	Medium
	HR review all AI-generated performance documents for consistent language standards. Conduct periodic audit of appraisal language across demographic groups. Train managers.
	☐ High
☐ Med
☐ Low
	HR Director

	AI used to assess or recommend individuals for roles, promotions or redundancy selection without adequate human oversight
	Low
	High
	High
	Strictly prohibit AI from making or directly informing individual employment decisions without documented human review and sign-off. Decisions remain with accountable humans.
	☐ High
☐ Med
☐ Low
	HR / Legal

	AI training data reflects historic underrepresentation - e.g. leadership roles skewing toward certain demographics
	Medium
	Medium
	Medium
	Use diverse interview panels. Review AI-generated competency or leadership frameworks for unconscious bias. Do not rely solely on AI for defining leadership criteria.
	☐ High
☐ Med
☐ Low
	HR
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▪ Bias and Equality Controls Checklist
☐  All AI-generated recruitment content is reviewed for inclusivity and potential bias before publication
☐  AI is not used as the sole or primary basis for any shortlisting, selection or promotion decision
☐  Regular audits of AI-assisted HR outputs are conducted for patterns of differential treatment
☐  Managers are trained to review AI output critically, including for unconscious bias
☐  The organisation has a documented position on the permitted and prohibited uses of AI in selection processes
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	Decision-Making and Legal Compliance Risks

	RISK
	LIKELIHOOD
	IMPACT
	INITIAL RATING
	CONTROLS / MITIGATION MEASURES
	RESIDUAL RATING
	OWNER

	AI-generated legal information is inaccurate, outdated or jurisdiction-specific and is applied without verification
	High
	High
	High
	Mandatory verification of all legal content in AI outputs against authoritative sources before use. HR must not rely on AI for employment law advice. Engage solicitors for complex matters.
	☐ High
☐ Med
☐ Low
	HR / Legal

	AI-drafted disciplinary, grievance or capability letters do not comply with the ACAS Code of Practice
	Medium
	High
	High
	All ER letters reviewed by qualified HR professional against ACAS Code before issuing. Maintain template library reviewed by employment lawyer. Do not issue AI-drafted ER letters without sign-off.
	☐ High
☐ Med
☐ Low
	HR

	Formal employment decisions (dismissal, redundancy, capability) are made on the basis of AI output without adequate human review and process
	Low
	High
	High
	Formal employment decisions must always be made by accountable human decision-makers following the required process. AI output is evidential support only - never the decision.
	☐ High
☐ Med
☐ Low
	HR Director / Legal

	AI-generated content contains fabricated references, case citations or statistics presented as fact
	Medium
	High
	Medium
	Train all users to verify specific factual claims, statistics and legal citations before including in formal documents. Do not cite AI-generated legal references without checking against source.
	☐ High
☐ Med
☐ Low
	HR

	AI tool used outside the scope defined in the organisation's AI Usage Policy
	Medium
	Medium
	Medium
	Publish clear AI Usage Policy with permitted and prohibited uses. Conduct periodic audit of actual use against policy. Refresh training annually and when policy is updated.
	☐ High
☐ Med
☐ Low
	HR / IT
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▪ Legal Compliance Controls Checklist
☐  An AI Usage Policy is in place, communicated to all staff and reviewed at least annually
☐  All AI-generated employment law content is verified against authoritative sources before use
☐  No formal employment decision (dismissal, redundancy, demotion) is made on the basis of AI output alone
☐  All ER letters are reviewed by a qualified HR professional before being issued
☐  The organisation has sought legal advice on its AI use in HR where significant employment decisions are involved

[image: ]


White Cube Consulting Limited  |  HR, Training and Recruitment Consultancy
431 Union Street, The Capitol, Aberdeen, AB11 6DA  |  01224 531524  |  hello@whitecubeconsulting.com  |  www.whitecubeconsulting.com
	Security and Information Governance Risks

	RISK
	LIKELIHOOD
	IMPACT
	INITIAL RATING
	CONTROLS / MITIGATION MEASURES
	RESIDUAL RATING
	OWNER

	Confidential HR information shared with AI tool and accessible to third parties or incorporated into AI outputs visible to other users
	Medium
	High
	High
	Use only enterprise tools with contractual confidentiality protections. Train all users never to enter confidential strategic, commercial or employee relations information into consumer AI tools.
	☐ High
☐ Med
☐ Low
	IT / HR

	AI tool accessed by unauthorised employees or external parties - e.g. through shared logins or unsecured devices
	Low
	High
	Medium
	Enforce individual login credentials for all AI tools. Apply organisation's standard device security requirements. Include AI tools in IT security training and acceptable use policy.
	☐ High
☐ Med
☐ Low
	IT

	Sensitive HR outputs generated by AI stored in unsecured locations or shared inappropriately
	Medium
	Medium
	Medium
	Apply standard document classification and storage protocols to all AI-generated HR outputs. Do not store sensitive AI outputs in personal drives or consumer cloud storage.
	☐ High
☐ Med
☐ Low
	HR / IT

	Prompt injection attack - malicious content in HR inputs manipulates AI output in harmful ways
	Low
	Medium
	Low
	Train HR users to be aware of prompt injection risk, particularly when using AI to process external content (CVs, emails from unknown sources). Review AI output critically when processing externally-sourced content.
	☐ High
☐ Med
☐ Low
	IT / HR
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	Operational and Reputational Risks

	RISK
	LIKELIHOOD
	IMPACT
	INITIAL RATING
	CONTROLS / MITIGATION MEASURES
	RESIDUAL RATING
	OWNER

	AI output used without review results in factually incorrect communication to an employee or candidate
	Medium
	High
	High
	Mandatory review requirement for all AI-generated content before external use. Build review into workflow - not optional. HR sign-off for all formal communications.
	☐ High
☐ Med
☐ Low
	HR

	Over-reliance on AI reduces HR team's own capability and professional judgement over time
	Medium
	Medium
	Medium
	AI use limited to productivity support - not a replacement for HR expertise. Maintain professional development programme. Ensure complex casework is led by qualified HR professionals.
	☐ High
☐ Med
☐ Low
	HR Director

	Employee or candidate discovers AI was used in a process affecting them and raises complaint or legal claim
	Low
	High
	Medium
	Maintain transparency about AI use in processes where required. Keep human decision-makers accountable and involved in documentation. Ensure AI use is proportionate and reviewable.
	☐ High
☐ Med
☐ Low
	HR / Legal

	AI tool experiences outage, data breach or service discontinuation causing operational disruption
	Low
	Medium
	Low
	Maintain manual / non-AI workflow capability. Do not create single-point dependencies on AI tools for time-critical HR processes. Confirm AI provider's security and continuity standards.
	☐ High
☐ Med
☐ Low
	IT

	Negative media or social media attention arising from perceived inappropriate use of AI in people decisions
	Low
	High
	Medium
	Develop and communicate clear public position on responsible AI use. Ensure AI governance is visible and credible. Engage employees in AI policy development.
	☐ High
☐ Med
☐ Low
	HR / Comms
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Governance and Accountability

The following governance structures should be in place before AI use in HR is rolled out beyond a pilot or single-team basis.
	NAMED AI GOVERNANCE LEAD FOR HR
	[Name]

	JOB TITLE
	[Job Title]

	DATA PROTECTION OFFICER / EQUIVALENT
	[Name]

	JOB TITLE
	[Job Title]

	IT SECURITY LEAD FOR AI TOOLS
	[Name]

	JOB TITLE
	[Job Title]

	AI USAGE POLICY IN PLACE AND DATED
	☐ Yes - version:  
☐ In development  
☐ Not started

	EMPLOYEE COMMUNICATION ABOUT AI USE
	☐ Issued  
☐ Planned  
☐ Not yet addressed

	HR TEAM AI TRAINING DELIVERED  
	☐ Yes - date: 
☐ Planned   
☐ Not yet delivered 

	PERCENTAGE OF USERS TRAINED
	[X %]

	LAST TRAINING DATE
	[DATE]

	INCIDENT / NEAR-MISS REPORTING PROCESS  
	☐ In place   ☐To be confirmed

	BOARD / SLT BRIEFED ON AI RISK IN HR  
	☐Yes   ☐To be arranged


▪ Governance Checklist
☐  A named individual has accountability for AI governance in HR - with clear responsibilities
☐  An AI Usage Policy exists, is accessible to all employees and is reviewed at least annually
☐  The AI risk assessment is reviewed every six months and following any material change in AI use
☐  An incident reporting process for AI-related errors, near-misses and data concerns is operational
☐  HR AI use is included in the organisation's broader IT security, information governance and GDPR compliance reviews
☐  Senior leadership has been briefed on AI risk in HR and understands the governance framework in place
☐  Employees have been informed of how AI tools are used in processes that may affect them
☐  Approved AI tools and suppliers are reviewed at least annually for security, privacy, functionality and contractual changes
Overall Risk Summary and Sign-Off

	OVERALL RISK RATING
☐ High - significant controls required before deployment 
☐ Medium - controlled deployment with monitoring 
☐ Low - proceed with standard good practice controls


	OPEN HIGH RISKS
	[Number]

	OPEN MEDIUM RISKS
	[Number]

	PLANNED REVIEW DATE
	[Date]



▪ Summary of key residual risks and agreed priority actions:




	HR LEAD SIGNATURE 
	

	PRINT NAME 
	

	JOB TITLE
	

	DATE 
	

	DPO / IT SIGNATURE 
	

	PRINT NAME 
	

	JOB TITLE
	

	DATE 
	



▪ Recommended Outcome
Based on this assessment and the residual risk ratings recorded above, the recommended deployment outcome is:
	☐
	Approved
	AI use may proceed with the controls described in this assessment.

	☐
	Approved with Conditions
	AI use may proceed once the specified conditions are met.

	☐
	Further Controls Required
	Additional controls must be implemented before deployment.

	☐
	Not Approved
	AI use must not proceed in the scope assessed.


▪ Conditions, required controls or reasons for the recommendation:


	RECOMMENDED BY
	[Name]

	ROLE
	[Job Title]

	SIGNATURE
	[Signature]

	DATE
	[Date]


▪ Emerging risks or developments to monitor over the next review period.
Examples - Regulatory changes, New AI functionality, New suppliers or Changes to data processing arrangements, AI agents performing actions on behalf of users without sufficient human oversight.
This risk assessment must be retained as a governance document, reviewed at least every six months and updated whenever the scope of AI use changes, new tools are introduced, or incidents are reported. It should be stored alongside the AI Usage Policy and made available to the DPO, IT Security and senior leadership on request.
 
For AI in HR consultancy, AI Usage Policy development, risk assessment support or staff training - contact White Cube Consulting at hello@whitecubeconsulting.com or call 01224 531524.
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